Products/Functions Failure Workaround Remarks
Symptom

Document Solution Products

DeskTopBinder V2Professional/Lite A X(Y) * Windows Secutity Alert will be displayed when using TWAIN driver for
scanning.

%= Windows Security Alert [5__<|

b ; ;
- ' To help protect pour computer, Windows Firewall has blocked
some features of thiz program.

Do you want to keep blocking thiz program?

2 B Mame: Ridoc Document System Hidoc Desk Tooll auncher M
Publisher. RICOH Company Lid,

keep Blocking ]ﬁ Unblock, H[ Azk Me Later

YWindows Firewall has blocked thiz program from accepting connections from the
Internet ar a network. |F pou recognize the program or bruzt the publisher, you can
unblock. it. “when should | unblock a program’?

Scan Router Document Server T.B.A. X(\Y)/z

Scan Router V2Professional/Lite B X(Y)/z The FTP protocol is used in 2 situations when using ScanRouter:

1) When scanned data is transferred from the MFP to the ScanRouter server.

2) When the destination list is uploaded from the ScanRouter server to the MFP.
The ftp port, "3670", have to be added by manual for these function as follows:




Add a Port

|1ze these settings ta open a port through YWindaws Firewall. To find the part

number and protocol, conzult the docurmentation for the program or zervice you
want bo use,

Name: |3670

Part humber: | 3670

®ICF O upP

What are the rizks of opening a port?

x

l [ Canicel

Web SmartDeviceMonitor

B X(Y)/z WSA will be displayed twice when Web SDM is installed.

indows Security Alerk

"ﬁ ] To help protect your computer, Windows Firewall has blocked
some features of this program.

Do you want to keep blocking thiz program?

M ame: Apache HTTP Server

Publizher: Apache Software Foundation

k.eep Blocking Unblock, Bgh Me Later

YWindows Firewall has blocked thiz program from accepting connections from the

Internet or a network. | pou recognize the program or bruzt the publisher, you can
unblock it When should | unblock & program?




%2 Windows Security Alerk

To help protect pour computer. Windows Firewall haz blocked
some features of thiz program.

Do you want to keep blocking thiz program?

I arne; java

Publizher:  Unknown

¥.eep Blocking Lnblock Aghk Me Later

YWindows Firewall haz blocked this program from accepting connections from the
[mternet ar a netwark. [F yow recognize the program or trust the publizher, vou can
unblock. it. “hen should | unblock a program?

Palm2 T.B.A. X(Y)
Globalscan T.B.A.
Documentmall T.B.A.
eCabinet T.B.A.
Printer Drivers/Utilities
SmartDeviceMonitor for Admin/Client B X(Y) * Windows Security Alert will be displayed when seeing "Job History".




%= Windows Security Alert [Z|

il
“E To help protect pour computer. Windows Firewall haz blocked
some features of thiz program.

Do you want to keep blocking thiz program?

] M arne; Run a DLL as an App
Publizher: Microzoft Corporation

k.eep Blocking ] [ Unblock, ] [ Agk Me Later

YWindows Firewall haz blocked this program from accepting connections from the
[nternet ar a netwark. [F yow recognize the program or st the publizher, vou can
unblock. it. “hen should | unblock a program?

TWAIN Drivers A X(Y) Please refer to the remarks of "DeskTopBinder V2Professional/Lt"
*The same issue occurs using the TWAIN Driver with other applications. In this
case the same workaround is effective.

Printing with Printer Drivers No problems -

Point and Print printing (Shared printer) B - Please refer to Note*1

LAN FAX Driver No problems -

LAN FAX Driver (Shared) B - Please refer to Note*1

EFI Utilities T.B.A. X(Y)

Ratio Utilities T.B.A. X(Y)

Scanner Functions
Scan to Folder B - Please refer to Note*1
Scanto FTP A Z The FTP port have to open by manual. Please refer to the bitmap "Z" in

workaround.




Note*1: File and Printer Sharing program is unavailable by default when installing the Windows XP SP2.

File and Printer Sharing

"= Windows Firewall

General | Exceptions | .ﬁ.dvanced|

Windows Firewall iz blocking incoming network, connections, except for the
programs and services selected below. Adding exceptions allows some programs

ko wark, better but might increase your security rizk.

Programs and Services:

EN

M} Filz and Printer Sharing
Remate Assistance

[J Remoate Desktop

[ UPhP Frameswark,

| 4ddProgiam... | | AddPot. || Edi. Delete

Dizplay a notification when Windows Firewall blocks a program

"What are the risks of allowing exceptions?

k. ] [ Cancel




Workarounds

X: Configuring Windows Firewall by using the Windows Firewall Security Alert

%= Windows Security Alert [Z|

-ﬂ"i To help protect your computer, Windows Firewall has blocked
some featurez of thiz program.

Do you want to keep blocking thiz program?

ﬁ I ame; Ridoc Document System Ridoc Desk Toollauncher M
Publizher: RICOH Company Ltd.

K.eep Blacking ]ﬁ Unblock, H[ Aszk Me Later

YWindaws Firewall haz blocked this pragran fram accepting connections fram the
|nternet or a netwark. [F you recognize the program or trust the publizher, you can
unblack it. \When should | unblock. a program?




Y: Adding a program exception

%= Windows Firewall

General | Exceptions | Advanced |

Windows Firewall is blocking incoming netwark, connec
programs and services selected below. Adding erceptio
ko work, better but might increase your securty nsk.

Programs and Services:

M ame

(M} File and Printer Sharing
Remote Azzigtance

] Remate Desktop

O UPAP Framewark,

[[ Add Progra.. ]][ addPot. | Edi.

Dizplay a notification when Windows Firewall blocks

What are the rizks of allowing exceptiong?

Add a Program

X]

To allow communications with a program by adding it to the Exceptions list,
zelect the pragram, ar click Browse ta search for one that is not listed.

Programs:

ﬁ Auto Document Link,
2] D sk T opBinder 2
ﬂ Extended Features Wizard

.ﬂ FreeCell

ﬂ Function Palette
? Hearts
& Intemet Backgammon
@ Internet Checkers
8 Irtemet Explarer
Q |nternet Hearts
a |nternet Fevers
M

[

e

Path: | :%Program Filez\RDS\PLD IRk, exe

|[ Browse. .. ]

Change scope...

OF.

H Cancel ]

o]

Cancel ]




Z: Adding a port exception

"= Windows Firewall

General | Exceptions | Advanced

Windows Firewall iz blocking incoming netwark, conr,
programs and services selected below. Adding exce
ki waark, better buk might increase your securnty risk.

Add a Port

|Jze thege zettings to open a port through YWindows Firewall. To find the part
number and protocol, consult the documentation for the program or service pou

want bo uze.

Programs and Services:

Mame
W} Filz and Printer Sharing M ame: ||
Remate Assistance
[ Remate Desktop Part furnber: | |
O UPHP Frarmewark,
@ TCP I UDP

wihat are the rizks of opening a port?

Change scope...

| tddPogam... ||| addPot. ||| Edi. |

Dizplay a notification when \Windows Firewall blocks a program

Wwhat are the risks of allowing exceptions?

] ] [ Cancel

Notes

1. Failures in network programs are not limited to firewall issues. These failures may be caused by RPC or DCOM security changes. Therefore,
you have to determine whether the failure is accompanied by a Windows Firewall Security Alert that indicates that a program is being blocked.

2. Service failures are not accompanied by a Windows Firewall Security Alert because services are not typically associated with a user logon
session. If the failure is service-related, configure the firewall as discussed in the "Configuring Windows Firewall by using the Windows Security

Center" section.






